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Abstract 

Enterprises are adding intelligent automation, including machine learning models, language 

model assistants, and automated decisions, to processes that must also adapt constantly to new 

regulations, markets, and products. Too often, each automation is built separately, its rules are 

buried in code, and its behavior cannot be traced or changed quickly. Metadata-centric 

architecture offers a remedy: describe business concepts, processes, automations, deployment 

choices, and governance policies as connected metadata, and let platforms act on that description. 

This article focuses on how to design such an architecture. It proposes six design principles and 

a five-layer metamodel organized as an enterprise knowledge graph, covering business, process, 

automation, deployment, and governance. It also sets out a design method from domain modeling 

to continuous improvement and a five-level maturity model for transformation. A distinctive 

feature is that intelligent components and their guardrails are themselves described as metadata. 

The organization can then see which models and assistants run where, under which policies, and 

with what cost and energy profile. Using a design-oriented approach grounded in ten studies 

published between 2016 and 2024, the article maps the evidence base and illustrates the design 

with a global logistics company automating customs documentation across many countries. It 

argues that sustainable transformation depends on making every rule, automation, and policy 

explicit, connected, and governable as metadata. 
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1. Introduction 

Enterprise transformation increasingly means adding intelligence to operations. Documents are 

classified by machine learning, customer questions are answered by language model assistants, 

and routine decisions are made by automated rules. Ng et al. (2021) describe this combination 

of process automation with artificial intelligence (AI) as intelligent automation. They note that 

it promises efficiency and better decisions but raises difficulties of integration, governance, and 

organizational change. 

A recurring problem is fragmentation. Each automation is designed as a separate project, with 

its own data definitions, rules, and deployment. Over time, an enterprise accumulates many 

automations that no one can fully list, whose logic is hidden in code, and whose behavior cannot 

be changed quickly when conditions change. The result is a new kind of legacy system, built 

with modern technology but just as rigid and opaque as the old. 

Metadata-centric architecture addresses this problem by making the enterprise's own 

description explicit. Basireddy (2022a) proposes a metadata-centric platform architecture for 

dynamic configuration, intelligent process automation, operational agility, and sustainable 

modernization, in which business behavior is expressed as configurable metadata rather than 

code. Knowledge graphs offer a way to represent such metadata as connected entities and 

relationships that both people and machines can query (Hogan et al., 2021). The FAIR 

principles, which call for data and metadata to be findable, accessible, interoperable, and 

reusable, provide a useful standard for metadata quality (Wilkinson et al., 2016). 

The design questions remain open. What should be described as metadata? How should it be 

structured? How should intelligent components be governed, particularly language model 

applications that need guardrails (Sannidhanam, 2024)? How should deployment choices 

across cloud architectures be captured (Sannidhanam, 2020)? How should changes be 

controlled (Basireddy, 2022b; Abraham et al., 2019)? And how can transformation remain 

sustainable in cost and energy use (Strubell et al., 2019)? 

This article asks: How should a metadata-centric architecture be designed so that intelligent 

automation remains configurable, governed, and sustainable as the enterprise transforms? It 

contributes a mapping of the evidence base (Figures 1 and 2), six design principles, a five-layer 

metamodel (Figure 3), a design method (Figure 4), a maturity model, and an illustrative 

application. 
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2. Related Work 

2.1 Metadata-centric platforms 

Basireddy (2022a) presents a metadata-centric platform architecture in which configuration, 

process automation, and system behavior are driven by metadata. Enterprises can then adapt 

without code changes and modernize progressively. The present article builds on this work by 

focusing on the design of the metadata itself: its principles, structure, and governance, 

particularly for intelligent components. 

 

2.2 Knowledge graphs and metadata quality 

Hogan et al. (2021) survey knowledge graphs. These represent knowledge as entities connected 

by typed relationships, supported by schemas, identity, and context, and they support querying, 

reasoning, and integration across sources. A knowledge graph is a natural structure for 

enterprise metadata, because enterprise concepts are interconnected. A process uses data 

entities, calls automations, runs on infrastructure, and is subject to policies. Wilkinson et al. 

(2016) set out the FAIR principles for scientific data. Although written for research data, these 

principles apply directly to enterprise metadata that many teams and systems must discover and 

reuse. 

 

2.3 Intelligent automation 

Ng et al. (2021) review intelligent automation research. They define it as combining automation 

technologies such as robotic process automation and workflow with AI capabilities such as 

machine learning and natural language processing. They identify challenges in integration, 

scalability, governance, and workforce impact. Their review suggests that intelligent 

automation needs a shared architectural foundation rather than isolated implementations. 

 

2.4 Governance 

Abraham et al. (2019) propose a conceptual framework for data governance. It covers 

governance mechanisms (structural, procedural, and relational), the scope of what is governed, 

antecedents, and consequences. Their framework shows that governance involves roles, 

processes, and relationships, not only technology. Basireddy (2022b) proposes configurable 

enterprise workflow architecture for digitizing risk management, with defined steps for 

assessment, approval, escalation, and remediation and complete audit trails. Such workflows 
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can put procedural governance into practice for metadata changes. 

 

2.5 Guardrails for intelligent components 

Sannidhanam (2024) examines guardrails and safety mechanisms for LLM-powered enterprise 

applications, including input filtering, output validation, restrictions on topics and actions, 

protection of sensitive data, and escalation to humans. When language model components 

become part of automated processes, their guardrails must be defined, applied consistently, and 

traceable. Describing guardrail policies as metadata makes this possible. 

 

2.6 Cloud and service architecture 

Sannidhanam (2020) presents a comparative analysis of cloud computing architectures for 

enterprise applications, showing trade-offs among architectures in scalability, performance, 

cost, security, and manageability. Dragoni et al. (2017) review microservice architecture, 

describing its benefits for independent deployment and scaling as well as its challenges in 

complexity and distributed data management. For metadata-centric design, deployment 

choices, including which architecture and service boundaries each component uses, should be 

captured as metadata so that they are visible and can be changed deliberately. 

 

2.7 Sustainability of AI 

Strubell et al. (2019) estimated the energy use and carbon emissions of training large natural 

language processing models. They found them substantial, and they called for reporting of 

training costs and for more efficient methods. As enterprises add more AI components, the cost 

and energy footprint of intelligent automation becomes a sustainability concern that 

architecture should make visible. 

 

2.8 Research gap 

These studies address metadata platforms, knowledge representation, intelligent automation, 

governance, guardrails, cloud architecture, and AI sustainability. There is little guidance on 

how to design metadata that brings all of these together, particularly so that intelligent 

components are described, governed, and optimized alongside business processes. This article 

addresses that gap. 
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3. Research Methodology 

The study follows a design-oriented research approach. The problem, fragmented and opaque 

intelligent automation that becomes a new legacy, was identified from the literature. Design 

requirements were derived from the reviewed studies. The resulting principles, metamodel, 

design method, and maturity model were developed from ten studies and demonstrated through 

an illustrative logistics case. 

To make the evidence base transparent, each study was assigned to the theme it primarily 

supports. Figure 1 shows the distribution across themes, and Figure 2 shows the studies by 

publication year. These figures describe the literature used in this article. They are not 

performance measurements. The design has not been evaluated empirically, which is left to 

future work. 

  

 

Figure 1. Number of reviewed studies primarily supporting each theme (n = 10) 

  

 

Figure 2. Reviewed studies by publication year (n = 10) 

 

Metadata foundations form the largest theme. Governance and cloud and service architecture 

each have two studies. Intelligent automation, AI guardrails, and sustainability each rest on a 

single study, which suggests that governing and sustaining intelligent components through 

metadata is an under-researched area. 
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4. Design Principles 

Six principles guide the design (Table 1). 

 

Table 1. Design principles for metadata-centric enterprise architecture 

Principle Meaning Supporting studies 
P1. Explicit over 

embedded 
Business rules, process logic, 

automation behavior, and policies are 

described as metadata, not hidden in 

code 

Basireddy (2022a) 

P2. Connected over 

isolated 
Metadata is structured as a knowledge 

graph linking concepts, processes, 

automations, infrastructure, and 

policies 

Hogan et al. (2021) 

P3. FAIR metadata Metadata is findable, accessible, 

interoperable, and reusable across 

teams and systems 

Wilkinson et al. (2016) 

P4. Intelligence as 

governed components 
Every AI component is registered 

with its purpose, inputs, owner, 

guardrail policies, and deployment 

Ng et al. (2021); Sannidhanam (2024) 

P5. Governed change Every metadata change follows a 

defined workflow with roles, 

approvals, and audit 

Abraham et al. (2019); Basireddy (2022b) 

P6. Visible footprint Cost and energy characteristics of 

components and deployments are 

recorded to support sustainable 

choices 

Strubell et al. (2019); Sannidhanam (2020) 

 

 

Principle P4 is the most distinctive. Under it, an AI model or language model assistant is treated 

like any other enterprise asset. It is described, linked, governed, and made visible, rather than 

hidden inside an application. 

 

5. Metamodel 

The metamodel organizes enterprise metadata into five connected layers within a single 

knowledge graph (Figure 3 and Table 2). 
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Figure 3. Five-layer metamodel organized as an enterprise knowledge graph 

 

Table 2. Layers of the metadata-centric metamodel 

Layer What it describes Example elements Supporting studies 
Business Core concepts and rules Entities, attributes, business 

rules, jurisdictions, products 
Basireddy (2022a); Hogan 

et al. (2021) 
Process How work flows Processes, steps, decisions, 

approvals, service levels 
Basireddy (2022b) 

Automation What performs the work Rule sets, bots, ML models, 

language model assistants, 

integrations 

Ng et al. (2021) 

Deployment Where and how 

components run 
Cloud architecture, services, 

regions, capacity, cost and 

energy profile 

Sannidhanam (2020); 

Dragoni et al. (2017); 

Strubell et al. (2019) 
Governance Who controls what, under 

which policies 
Owners, roles, guardrail 

policies, data classifications, 

approvals, audit records 

Abraham et al. (2019); 

Sannidhanam (2024) 

 

 

The value lies in the relationships between layers. A customs declaration process (process 

layer) uses the shipment and tariff entities (business layer). It calls a document classification 

model and a language model assistant (automation layer), which run as services in a particular 

cloud region (deployment layer). The assistant is subject to a guardrail policy restricting what 

it may state about duties, and is owned by the compliance team (governance layer). Because 

these links are explicit, the enterprise can answer questions that are otherwise very hard to 

answer. Which processes are affected if this model changes? Which automations handle 

personal data? Which components run under which guardrail policies? What is the energy cost 

of this process? 

Guardrails as metadata. Following Sannidhanam (2024), guardrail policies are defined once as 
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metadata. They cover which inputs are filtered, which outputs are validated, which actions are 

permitted, which data may be used, and when to escalate. The policies are then linked to every 

language model component they govern, and the runtime enforces the linked policies. Changing 

a policy updates the behavior of every linked component consistently, and auditors can see 

which policies applied to which component at any time. 

Deployment as metadata. Following Sannidhanam (2020), the deployment layer records which 

cloud architecture and service configuration each component uses, together with its cost and 

energy profile. Deployment decisions become visible and can be compared, for example when 

choosing whether a model runs in a shared or dedicated environment. Service boundaries 

follow microservice principles where independent scaling is needed (Dragoni et al., 2017). 

 

6. Design Method and Maturity 

6.1 Design method 

Figure 4 shows a six-step method for designing and evolving the architecture. 

 

 

Figure 4. Design method for metadata-centric architecture 

 

The method begins by modeling the domain. Business concepts and rules are captured in the 

business layer. Next, processes are mapped and linked to those concepts. Candidate 

automations are then identified, and each is registered as a governed component with its 

purpose, owner, and guardrails (Ng et al., 2021; Sannidhanam, 2024). Deployment choices are 

placed in the deployment layer according to workload needs, cost, and energy (Sannidhanam, 

2020; Strubell et al., 2019). Governance is established through roles and change workflows 

(Abraham et al., 2019; Basireddy, 2022b). Finally, the architecture is improved continuously 

as monitoring reveals bottlenecks, errors, or costs, and each improvement is made through 

governed metadata changes. 
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6.2 Maturity model 

Enterprises reach a fully metadata-centric architecture gradually. Table 3 sets out five maturity 

levels. 

Table 3. Maturity levels of metadata-centric transformation 

Level Description Characteristics 
1. Documented Metadata exists as documentation Rules and processes described in 

documents, separate from systems 
2. Configured Behavior driven by metadata in parts of 

the enterprise 
Configurable rules and workflows in 

selected domains 
3. Connected Metadata linked across layers in a 

knowledge graph 
Impact analysis across processes, 

automations, and deployments 
4. Governed All metadata changes follow governed 

workflows 
Roles, approvals, guardrail policies, and 

audit applied consistently 
5. Optimizing Metadata used to improve the enterprise 

continuously 
Cost, energy, and performance data drive 

deliberate changes to processes and 

deployments 

 

 

Levels 3 and 4 are the critical transitions. Connecting metadata across layers makes intelligent 

components visible in context. Governing all changes keeps agility from creating risk. 

 

7. Illustrative Case: Customs Documentation at a Global Logistics Company 

Consider a logistics company that files customs declarations in more than forty countries. Each 

country has its own rules on required documents, tariff classification, and filing deadlines, and 

these rules change frequently. The company wants to automate document processing and 

classification while keeping compliance tight. 

Business and process layers. The company models shipments, goods, tariff codes, and country-

specific filing rules as metadata (Basireddy, 2022a). The customs declaration process is mapped 

once, with country variations expressed as rules linked to each jurisdiction rather than as 

separate processes (Basireddy, 2022b). 

Automation layer. Three intelligent components are registered: a model that extracts data from 

commercial invoices, a model that suggests tariff classifications, and a language model assistant 

that answers staff questions about filing requirements (Ng et al., 2021). Each is linked to the 

processes it serves, the data it uses, its owner, and its guardrail policy. The assistant's policy 

restricts it to answering from the company's approved rule base and requires it to escalate 

questions about duty amounts to a customs specialist (Sannidhanam, 2024). 

Deployment layer. The extraction model runs as a shared, horizontally scalable service in a 
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public cloud region. The classification model, which processes commercially sensitive data, 

runs in a dedicated environment (Sannidhanam, 2020). Each service's cost and energy profile 

is recorded (Strubell et al., 2019). 

Dynamic configuration. When one country changes its documentation requirements for 

electronic goods, a compliance analyst updates the jurisdiction rule in the metadata. The change 

passes through the governance workflow, where the knowledge graph shows it affects one 

process variant and one automation. It is approved and takes effect the next day without code 

changes (Basireddy, 2022b). 

Governance and sustainability. A quarterly review queries the knowledge graph. It lists all AI 

components, their guardrail policies, their owners, and their cost and energy use. The review 

finds that the classification model is retrained weekly although accuracy changes little. It 

changes the schedule to monthly, which reduces computing cost and energy use without 

affecting performance. 

The case shows the architecture at maturity levels 3 to 5. Rules change quickly, intelligent 

components are visible and governed, and sustainability decisions rest on recorded evidence. 

 

8. Discussion 

8.1 Implications 

For research, the article extends metadata-centric platform work (Basireddy, 2022a) toward the 

design of metadata for intelligent automation. It connects knowledge graphs, FAIR principles, 

governance frameworks, AI guardrails, cloud architecture, and AI sustainability. Its central idea 

is that intelligent components, their guardrails, and their deployment footprints should be 

described and governed as metadata alongside business processes. For practitioners, the article 

offers design principles, a metamodel, a design method, and a maturity model that can guide 

transformation step by step. 

 

8.2 Limitations and future work 

The design was demonstrated through an illustrative case and draws on a focused set of ten 

studies, and the evidence mapping reflects only these studies. Future work should implement 

the metamodel and evaluate it, measuring time to implement rule changes, completeness of the 

automation inventory, guardrail compliance, and cost and energy savings. Further research is 

needed on standard vocabularies for describing AI components and guardrails, on automated 
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impact analysis in enterprise knowledge graphs, and on measuring the energy footprint of 

intelligent automation at enterprise scale. 

 

9. Conclusion 

As enterprises add intelligence to their operations, the risk is that automation becomes 

fragmented, opaque, and rigid. This article argued that metadata-centric architecture, designed 

deliberately, prevents this. It proposed six design principles, a five-layer metamodel organized 

as a knowledge graph, a design method, and a maturity model. Their distinctive feature is that 

AI components, guardrail policies, and deployment footprints are described and governed as 

metadata alongside business concepts and processes. The logistics case showed rules changing 

quickly across many countries, intelligent components operating under visible guardrails, and 

sustainability decisions grounded in recorded evidence. The central conclusion is that 

sustainable enterprise transformation depends on making every rule, automation, and policy 

explicit, connected, and governable. 
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